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Guard your personal information and
documents.

Phising — essentially this is an old con
game updated to take advantage of new
technology.

Phising means using mail, phone or internet
promotions in which thieves falsely claim to
be representatives of legitimate enterprises.
They provide you with upsetting or exciting
information which demands an urgent
response in an attempt to scam the user
into disclosing private information.

Example — receiving a bogus e-mail from a
company that appears to look legitimate
asking for account or PIN numbers.

Pharmers — simply redirect as many
internet users as possible from
legitimate commercial web sites and lead
them to malicious sites that are made to
look legitimate.

This is done by a “imbedded link” which
claims to bring you to a secure site. When
users enter their login name and password,
criminals are able to capture this
information.

Tips for Computer Use
o Never use a public computer for
financial transactions.
e Install virus protection software and
update it regularly.
e Be careful what e-mails you open
Look for web sites that begin with http://
e Look for an icon of a lock or an
unbroken key.

CRIME PREVENTION
TORONTO POLICE SERVICE

EMERGENCY

9-1-1
POLICE NON - EMERGENCY

(416) 808-2222

For more information regarding
IDENTITY THEFT contact the Crime
Prevention Officer at your local Police
Division

Working Together to Prevent Crime...
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Yes, it could happen to you.






